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Abstract 
This specification describes the Policy Language for Assessment Result Reporting (PLARR), a data model used to construct requests for information about assets using the Assessment Results Format (ARF) and Assessment Summary Results (ASR) schemas. The standardized data model facilitates common vocabularies to be used to request assessment result reports across multiple vendor tools and use cases. PLARR is vendor and technology neutral, flexible, and suited for use in requesting assessment results from multiple network-assessment tools. The intent of PLARR is to provide a common mechanism for requesting tailored assessment results in support of sound IT management practices. PLARR, version 0.41 is generally targeted to retrieving assessment results about networked devices, but can be used for any type of information object required to provide detail on assessment results, not just device report objects. 

Feedback 
DISA welcomes feedback on the PLARR specification. Please submit public comments to emerging-specs@nist.gov. 
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All registered trademarks or trademarks belong to their respective organizations.
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1 Introduction 
The Policy Language for Assessment Result Reporting is a data model used to construct requests for information about assets using the Assessment Results Format (ARF) and Assessment Summary Results (ASR) schemas.  The standardized data model facilitates common vocabularies to be used to request assessment result reports across multiple vendor tools and use cases. PLARR is vendor and technology neutral, flexible, and suited for use in requesting assessment results from multiple network-assessment tools. The intent of PLARR is to provide a common mechanism for requesting tailored assessment results in support of sound IT management practices.

PLARR is intended to function as the request function for assessment reports using information “objects” represented by XML classes in the ARF and ASR 0. 1 data models.  PLARR is envisioned as a report request in both real-time web services and in asynchronous calls for data publishing across multiple locations and data sources.  Conformance with PLARR, along with the ARF and ASR specifications will allow multiple tools to contribute data in a standardized, vendor-neutral way to provide plug-and-play interoperability within and across organizations.
PLARR is built on known use cases including those from the Department of Defense, Department of State, and FISMA reporting.  PLARR is tailored to use common organizational references (e.g. device identifiers, organization names, locations, time periods, SCAP identifiers, etc) to request reports about devices in either summary or detailed per-device reports.  The current version of PLARR assumes real-time result publication and one-to-one communication channels.  Future versions may support one-to-many communication channels and reporting “tasks” that will span longer periods of time and multiple reports versus real time requests for a single report. 
1.1 Purpose and Scope 
The purpose of this document is to define the Policy Language for Assessment Result Reporting (PLARR) specification, a standardized format for requesting reports about assets using the ARF and ASR reporting schemas. The scope of this document is to give an introduction to PLARR version 0. 1, define PLARR’s data model, and document the conformance requirements to comply with PLARR. Other versions of PLARR and the associated component specifications, including emerging specifications and future versions, are not addressed here. Future versions of PLARR will be defined in distinct revisions of this document, each clearly labeled with a document revision number and the appropriate PLARR version number.
1.2 Audience 

The intended audience for this specification includes product vendors who are developing asset reporting applications; particularly those that will interoperate with other asset reporting solutions using web services called by a PLARR request and answering with ARF and/or ASR reports, as well as organizations interested in building and tailoring customized, interoperable capabilities for on-demand asset reporting.
1.3 Document Structure 

The remainder of this document is organized into the following major sections: 

· Section 2 defines the terms used within this specification and provides a list of common abbreviations. 

· Section 3 describes how this specification relates to other specifications and efforts. 

· Section 4 defines the conformance requirements for PLARR. 

· Section 5 provides an overview of the PLARR data model constructs. 

· Section 6 defines the relationships described in PLARR 

· Appendix A defines possible use-cases for PLARR. 

· Appendix B documents references to documents referenced normatively in PLARR. 

· Appendix C describes a sample workflow using PLARR. 

· Appendix D provides a sample XML file of an PLARR report. 

1.4 Document Conventions 

Throughout this specification, whenever a specific term from the data model is referenced, as defined in section 5, the term is written in Courier New font. When referencing a specification listed in Appendix B, the name will be written between brackets, such as [cnd-core].
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC 2119]. 

Both inline and indented forms use qualified names to refer to specific XML elements. A qualified name associates a named element with a namespace. The namespace identifies the specific XML schema that defines (and consequently may be used to validate) the syntax of the element instance. A qualified name declares this schema to element association using the format „prefix:element-name‟. The association of prefix to namespace is defined in the metadata of an XML document and generally will vary from document to document. In this specification, the conventional mappings listed in Table 1-1 are used. 
	Table 1-1: Conventional XML Mappings Mappings Prefix 
	Namespace URI 
	Schema 

	cndc
	http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41
	Computer Network Defense (CND) Core 0.41 

	p
	http://plarr.mitre.org/plarr-draft/0.1
	Policy Language for Assessment Result Reporting 0.1 

	ap
	http://schema.dod.mil/asset_population/0.41
	Asset Population 0.41 

	arfReq
	http://plarr.mitre.org/plarr-arfReq/0.1
	ARF Request 0.1

	asrReq
	http://plarr.mitre.org/plarr-asrReq/0.1
	ASR Request 0.1


2 Terms and Abbreviations 

This section defines a set of common terms and abbreviations used within this specification.
2.1 Terms 

Asset: Anything that has value to an organization, including, but not limited to, another organization, person, computing device, information technology (IT) system, IT network, IT circuit, software instance (both installed and physical instances), virtual computing platform (common in cloud and virtualized computing), and related hardware (e.g., locks, cabinets, keyboards). 
Asset Population:  The collection of assets whose metadata is used to generate an Assessment Report.
Assessment Report: A collection of data elements, expressed as a set of XML classes, organized into report data objects about a set assets. 

Assessment Results Format (ARF) Report: The collection of all asset data objects, reports, and relationships expressed in an XML document in accordance with applicable ARF 0.41.x specifications.
Assessment Summary Results (ASR) Report:  The collection of all asset data objects, reports, and relationships expressed in an XML document in accordance with applicable ASR 0.4 1.x specifications.
Device: An independently functioning physical or virtual machine consisting of hardware, software, and network components.
PLARR Report Request: A collection of structured information, consistent with the PLARR specification, used as input to generate an assessment report. An assessment report response shall be of either ARF or ASR format and shall have different contexts depending on the nature of the request.
2.2 Acronyms 

ARF Assessment Results Format 
ASR Assessment Summary Results

CCE Common Configuration Enumeration

CONF Confidentiality
CPE Common Platform Enumeration

CVE Common Vulnerabilities and Exposures

DISA Defense Information Systems Agency 

DoD Department of Defense 

FISMA Federal Information Security Management Act 
GUID Globally Unique Identifier

IP Internet Protocol
IT Information Technology 
MAC Media Access Control

MAC Mission Assurance Category
NIST National Institute of Standards and Technology 

NSA National Security Agency 

OCIL Open Checklist Interactive Format 

OVAL Open Vulnerability and Assessment Language 
PLARR Policy Language for Assessment Result Reporting
RFC Request for Comment 

SCAP Security Content Automation Protocol 

SCG Security Configuration Guide 

STIG Security Technical Implementation Guide 

TCP/IP Transmission Control Protocol/Internet Protocol 

URI Universal Resource Identifier
URL Universal Resource Locator 

W3C World Wide Web Consortium 

XCCDF eXtensible Configuration Checklist Description Format 

XLink XML Linking Language 

XML Extensible Markup Language 

XSD XML Schema
3 Relationship to Existing Standards and Specifications 

PLARR’s relationships to other selected specifications are described below.

1.  PLARR requests reports in the ARF and ASR 0.41 formats used within the DoD.  The ARF and ASR formats, in turn leverage SCAP standards for the eXtensible Configuration Checklist Description Format (XCCDF), Open Vulnerability and Assessment Language (OVAL), Common Vulnerabilities and Exposures (CVE), Common Configuration Enumeration (CCE), and Common Platform Enumeration (CPE).  ARF and ASR also leverage schemas and object descriptions from the DoD Network Defense (NetD) data models, specifically for objects such as “device”, “organization”, “location”, “person”, and “operational attributes group.”
4 Conformance 

Developers and organizations may want to build products in conformance with PLARR and the 0.41 schemas of ASR and ARF, so that users of those products, and consumers of the content generated by those products, have a guarantee about the format of the data that the product will produce and can consume. In addition, products that conform to this specification will be better able to interoperate and exchange reporting information with other products that conform to PLARR 0.1 and ARF and ASR version 0.41. 

Organizations may want to claim conformance with this specification to increase the ease of exchanging information with other organizations that also conform to this specification. In addition, an organization that conforms to this standard across its enterprise is better able to correlate and fuse data related to assets across its various domains, creating a more holistic view of its IT enterprise. 

The following sections define the criteria for content and products to claim conformance with this specification.
4.1 Content Conformance 

In order for a PLARR request to be considered in compliance with this specification, the request MUST adhere to the following requirements: 

1. The PLARR request SHALL conform with all of the normative guidance provided in Section 5. 
4.2 Product Conformance 

There are four cases where a product may claim conformance with this specification.

Case 1: A product can claim conformance with this specification as a PLARR producer when it generates XML documents compliant with this specification. 
Case 2: A product can claim conformance with this specification as a PLARR client when it when it generates XML documents compliant with this specification and can consume ARF and ASR assessment reports generated by a PLARR reporting service in response to the PLARR request.
Case 3: A product can claim conformance with this specification as a PLARR consumer when it can ingest XML documents compliant with this specification and produce error messages for XML documents that are not compliant with this specification.

Case 4:  A product can claim conformance with this specification as a PLARR reporting service when it can ingest PLARR requests for at least one type of report object and return results in ARF and/or ASR with the appropriate assessment results and produce error messages for XML documents that are not compliant with this specification.  A product SHALL explicitly list the objects it can provide reports for (e.g. devices, organizations, CCEs, CVEs, operational attribute groups, etc) and the report formats it can output (ARF and/or ASR) to claim conformance with this specification.
To that end, a product claiming conformance to this specification MUST adhere to the following requirements: 

1. If the product produces PLARR requests, the product SHALL produce PLARR requests that are compliant with this specification per Section 4.1. 

2. If the product consumes PLARR requests, the product SHALL consume PLARR requests that are compliant with this specification per Section 4.1 and SHALL produce error messages for XML documents that are not compliant with this specification.
3. If the product consumes PLARR requests and produces ARF reports, the product SHALL produce ARF reports compliant with the ARF specification and schemas versions 0.41, 0.41.1, or 0.41.2.
4.  If the product consumes PLARR requests and produces ASR reports, the product SHALL produce ASR reports compliant with the ASR specification and schemas versions 0.41 or 0.41.1
5 Data Model
This section documents the data model and data model requirements for PLARR. Sample XML documents in the format of this data model are located in Appendix D. 

Figure 5‑1 illustrates the organizational concept of PLARR at the highest level. 
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Figure 5‑1 - PLARR Base-Level Data Model

At the base level, a PLARR request is currently composed of three components.  A fourth component “task” is envisioned for the future adding the ability to build a PLARR request as a task to be executed by multiple consumers, at pre-determined times, and scheduled for variable levels of recurrence.  The three existing components are (conceptually): 

1) The asset population whose assessment results will be included in the report.  This class is titled assetPopulation in the schema.  It contains criteria for determining which assets’ data are to be included and excluded from ASR and ARF report documents.

2) An ASR request (if summary results are being requested).  This class is titled summary_results_content in the PLARR schema.  It directs what data elements will be included in an ASR report and how the report will be structured.
3) An ARF request (if detailed, per-object, results are being requested).  This class is titled arfRequest in the PLARR schema.  It directs what data is to be populated in ARF report documents returned in response to the PLARR request.

The base PLARR request class also contains elements “list” and “group” which are selectors for ASR reports.  These elements will be moved into a separate asrRequest schema in the future, but are in the PLARR base schema to preserve backward interoperability with developmental PLARR implementations that are currently in production.

5.1 Asset Population
Figure 5‑2 illustrates the asset population filter criteria at a high level.
[image: image2.emf]Asset Population

Device Specifications

Impact Criteria

Object Criteria

Result Limits

0-1

0-1

0-1

0-*

SCAP Content Criteria

System/Identifier Criteria

0-*

0-*


Figure 5‑2 - Asset Population Elements

Asset populations can currently be limited based on six criteria.  The six existing criteria sets are as follows: 

1) Result limits is a high-level construct encompassing overall filtering of data based on age, deletion status, and whether to return multiple records if they all match a single criteria.  The class is titled resultLimits in the Asset Population schema.

2) Device Specifications provide filtering based on common device attributes, including:

a. Individual device identifiers including (Internet Protocol (IP) version 4 and 6 addresses, host name, different types of Globally Unique Identifier (GUID), Media Access Control (MAC) address, and unique combinations of resource and record identifier).  This class is titled summary_results_content in the PLARR schema.  It directs what data elements will be included in an ASR report and how the report will be structured.

b. IPv4 and IPv6 address ranges

c. Domains

This class is titled deviceSpec in the AssetPopulation schema. 

3) Impact criteria filter based on DoD or NIST impact criteria:
a. In the DoD impact criteria filter, results can be filtered on Mission Assurance Category (MAC) or Confidentiality (Conf) scores.

b. In the NIST impact criteria, results can be filtered on the Federal Information Processing Standard (FIPS) criteria for availability, confidentiality, and integrity.

This class is titled impactCriteria in the AssetPopulation schema. 

4) Object criteria filter based on commonly understood object types (e.g. person, organization, location, operational attribute group).  

a. Specific objects can be selected by name or resource/record identifier pair

b. Objects of certain types can be selected based on the functions they perform and the objects of those functions.  (example, type=organization, function=own, functionObject=device would be a request to include only objects associated with an organization that owns devices) 
5) SCAP content criteria filter based on commonly SCAP results types.  

a. Objects associated with types of SCAP results (i.e. XCCDF, OVAL, OCIL) may be selected

b. Objects with results for specific pieces of SCAP content may be selected by either selecting the content name or the resource/record identifier pair.

6)  Objects may be selected by requesting results based on System/Identifier pairs.  Within this construct, an SCAP system (e.g. CPE, CVE, CCE) or non-SCAP system (e.g. Patch) may be specified.  Within that system:, a user may request be objects to be returned as follows:

a. Objects associated with any results from a specified system may be selected

b. Objects with results for specific system/identifier pairs may be requested by providing a list of specific identifiers to be matched against and the system for which they have context.
5.2 ASR Request
Figure 5‑3 illustrates the ASR Request at a high level.
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Figure 5‑3 - ASR Request Elements
The ASR request portion of PLARR is used to request an ASR report as well as to specify (for the XCCDF and CPE) which content or inventory results to return values for.  The specification of which report data to put into the report is redundant to the asset population functionality but, for backwards compatibility, is retained in PLARR 0.1.  There are three different ASR report types that can be requested in PLARR 0.1:
1) XCCDF Format and benchmark identification:

a. A benchmark to be returned can be specified using the resource/record identifier pair for any selected benchmark.

b. Results from the XCCDF results enumeration may also be selected (e.g. “return ‘pass’ only”, “return ‘fail’ only”)
XCCDF format requests are in the scap_results element of the SummaryResults class of the PLARR schema.

2)  CPE Format and CPE identification:

a. Devices to be returned can be defined by specifying a CPE Language-defined platform definition
b. Inventories of devices containing some matching CPE for a CPE “mask” (e.g. Version 2.x URI-formatted CPE compared to installed hardware, application, and operating systems on each device) to return each device that has a CPE that matches the specified mask

c. Specify if results are returned as single listings per platform definition or mask, or if results are broken out by devices per matching CPE/platform.

CPE format requests are in the inventory_results element of the SummaryResults class of the PLARR schema.
3) System/Ident Format:

a. Specifies object data to be returned where objects have an assessed value against an ident in a given system.
b. Specifies type of results to be returned, compliance, Boolean, or inventory.
System/Ident requests are in the system_ident_results element of the SummaryResults class of the PLARR schema.

The final two request elements in an ASR Request are the list and group elements.  The List element, when populated, directs that a list of objects will be returned with an ASR report.  When populated, the List element also provides options for which data elements to populate in device records, including IPv4 and/or IPv6 address, MAC address, Operating System GUID, hostname, and realm (domain).  The Group element, when populated, directs that ASR counts and lists will be provided in groups and provides the group-by criteria to be used.
5.3 ARF Request

Figure 5‑4 illustrates the ARF Request at a high level.
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Figure 5‑4 - ARF Request Elements

The ARF Request of a PLARR request document is used to specify assessment results will be returned in an ARF-formatted assessment report.  ARF requests are broken into device requests and other object requests.  An object request assumes that complete data objects will be provided, consistent with asset population restrictions and that no direction will be given as to which elements, attributes, or other data will be populated.
5.3.1 Device Request

Figure 5‑5 illustrates the high-level parts of a device request.  
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Figure 5‑5 - Device Request Elements
The Device Request is used to specify which assessment results will be returned in an ARF-formatted device report.  Device requests are broken into requests for software, hardware, and network inventories and can also request SCAP results be provided.   Each Request is structured to allow users to request all results, no results, or some subset of results.  Options for each request follow:
1) Software Inventory Request:

a. Setting the “returnInstalledSoftware” Boolean attribute directs whether all installed software be returned in an ARF report in the CPEInventory part of the device record.

b. Setting the “returnInstalledUpdates” Boolean attribute directs whether all installed patches and updates are returned in an ARF report as elements under the CPERecord elements in an ARF report.
c. Setting the “returnAll” Boolean attribute directs that all known information about operating system and applications, to include running services, vulnerabilities, patches, settings, open ports, etc are populated in the CPERecord elements and returned in an ARF report.

2) Hardware Inventory Request.  Because no intermediate level of detail has been identified for hardware inventory, setting the “returnHWInv” Boolean attribute will either return all known hardware information or no hardware information at all.

3) Network Inventory Request:

a. Setting the “returnIPMacDefGW” attribute to true in the network inventory request directs that returned ARF reports will populate IP address, MAC address, and default gateway information.

b. Setting the “returnAll” to true directs all known data elements about device network interfaces be returned in ARF reports.

4)  SCAP Result Request:

a. Setting the SCAP Result request “resultType” Boolean attribute determines which types of SCAP results documents are returned as part of ARF device records.

b. Setting the “returnThick” directs that more detailed results be provided for each SCAP result type.  E.g. Full OVAL Results verus thin, Full XCCDF results versus minimum required elements provided in the NSA micro-ARF schema.
6 Relationships 

Relationships in PLARR 0.1 and ARF/ASR version 0.41.x are explicitly defined in the schemas using entity-identifiers consisting of resource and record_id pairs.  The core assumption behind assessment reports is that resource and record_ids persist across reports and across time.  If data is reported against a resource and record_id and different data is reported at a later date, it is assumed that the resource and record_id refer to the same object and that the different data represents a new assessment of the same object.  However, the combination of resource and record_id do not guarantee unique identification of objects across data sources.  It is explicitly assumed that different sensors will assess the same device and report results using different identifiers.  This data may then be correlated and fused by another sensor to create a single record and reported under yet another resource/record_id pair.   The consolidation of multiple sensor feeds into a single database where correlation and fusion is completed to create an “authoritative source” of assessment data is highly desirable to prevent multiple different reports about assessment objects from providing inconsistent information if uncorrelated reports are passed to consumers.
7 Appendix A— Use Cases
7.1 License management and vendor negotiation

A CIO issues a PLARR request from a widget, to his Configuration Management Database (CMDB) to determine how many routers he has from a single company and how many of each different router operating system his enterprise should be paying license fees for.  In his PLARR, he requests an ASR with a CPE inventory, with no lists, grouped by organization for cpe:/o:router_vendor and receives grouped counts of each router operating system for each organization in his enterprise.

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:returnDeleted>false</ap:returnDeleted>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:inventory_results>
      <p:cpe pattern="cpe:/o:router_vendor"/>
    </p:inventory_results>
  </p:summary_results_content>
  <p:group>
    <p:by>owning_org</p:by>
  </p:group>
</p:PlarrRequest>
7.2   Vulnerability Identification and Reporting
An organizational reporting official is responsible for FISMA reporting across his enterprise.  He configures a monthly automated report job using a PLARR and a System/Ident call that requests all CVEs across his enterprise.  In his PLARR, he requests an ASR using the System/Ident report request where System=”http://cve.mitre.org” with no list or group request.  He receives counts of every CVE in his enterprise.
<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://cve.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:system_ident_results system="http://cve.mitre.org" resultType="boolean"/>
  </p:summary_results_content>
</p:PlarrRequest>
7.3 Enterprise Continuous Monitoring

An enterprise DAA commissions a system to perform continuous monitoring using a risk-scoring system.  The risk scoring system requires metrics from five different systems, including CCE, CVE, patch, antivirus.dat.date, and required endpoint security products.  He requires that scores be grouped by CERT, by owning organization, and by administering organization.  He sends PLARR requests to the CMDBs of all subordinate organizations to compile an enterprise report that can be scored by applying weights to known identifiers from each system.
Retrieve Compliance by CCE

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
  <ap:systemIdentCriteria system="http://cce.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:system_ident_results system="http://cce.mitre.org" resultType="compliance"/>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve Inventory by CVE
<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://cve.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:system_ident_results system="http://cve.mitre.org" resultType="boolean"/>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve Inventory by Patch – provides counts of how many machines have each patch installed.
<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://patch.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:system_ident_results system="http://patch.mitre.org" resultType="boolean"/>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve Inventory by Antivirus .dat Date – Provides counts of how many devices have each date on their .dat files.

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
     <ap:systemIdentCriteria system="http://av-dat-date.dod.mil"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:system_ident_results system="http://av-dat-date.dod.mil" resultType="inventory"/>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve installed software by CPE mask

Retrieve all McAfee products

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://cpe.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:inventory_results>
      <p:cpe pattern="cpe:/a:mcafee" singleListing="false"/>
        <p:filters>
          <p:cpe_criterion>true</p:cpe_criterion>
        </p:filters>
    </p:inventory_results>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve all Symantec products

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://cpe.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:inventory_results>
      <p:cpe pattern="cpe:/a:symantec" singleListing="false"/>
        <p:filters>
          <p:cpe_criterion>true</p:cpe_criterion>
        </p:filters>
    </p:inventory_results>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
Retrieve all trend_micro products

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest 
xmlns:ap="http://schema.dod.mil/asset_population/0.41" 
xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" 
xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" 
xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" 
xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="

http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd 

http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd 

http://schema.dod.mil/asset_population/0.41 asset_population.xsd 

http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd 

http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:onMultiMatch>return newest</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:systemIdentCriteria system="http://cpe.mitre.org"/>
  </p:assetPopulation>
  <p:summary_results_content>
    <p:inventory_results>
      <p:cpe pattern="cpe:/a:trend_micro" singleListing="false"/>
        <p:filters>
          <p:cpe_criterion>true</p:cpe_criterion>
        </p:filters>
    </p:inventory_results>
  </p:summary_results_content>
<p:group>
  <p:by>owning_org</p:by>
  <p:by>admin_org</p:by>
  <p:by>defend_org</p:by>
</p:group>
</p:PlarrRequest>
7.4 System Administrator-Level Remediation

A system administrator wants to get a detailed listing of every finding about the devices in their domain from the CMDB to ensure he has a definitive list of findings and can remediate each of them.

<?xml version="1.0" encoding="UTF-8"?>
<p:PlarrRequest xmlns:ap="http://schema.dod.mil/asset_population/0.41" xmlns:arfReq="http://plarr.mitre.org/plarr-arfReq/0.1" xmlns:asrReq="http://plarr.mitre.org/plarr-asrReq/0.1" xmlns:cndc="http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41" xmlns:p="http://plarr.mitre.org/plarr-draft/0.1" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://plarr.mitre.org/plarr-draft/0.1 plarr.xsd http://metadata.dod.mil/mdr/ns/netops/net_defense/cnd-core/0.41 cnd-core.xsd http://schema.dod.mil/asset_population/0.41 asset_population.xsd http://plarr.mitre.org/plarr-asrReq/0.1 asr_req.xsd http://plarr.mitre.org/plarr-arfReq/0.1 arf_req.xsd ">
  <p:assetPopulation>
    <ap:resultLimits>
      <ap:oldestRecord>1975-01-01T00:00:00</ap:oldestRecord>
      <ap:returnDeleted>false</ap:returnDeleted>
      <ap:onMultiMatch>return all</ap:onMultiMatch>
    </ap:resultLimits>
    <ap:deviceSpec>
      <ap:domain domain="mydomain.findings.org"/>
    </ap:deviceSpec>
  </p:assetPopulation>
  <p:arfRequest>
    <arfReq:deviceReq>
      <arfReq:swInvReq returnAll="true"/>
      <arfReq:hwInvReq returnHWInv="true"/>
      <arfReq:nwInvReq returnAll="true"/>
      <arfReq:scapResReq resultType="XCCDF" returnThick="true"/>
      <arfReq:scapResReq resultType="OVAL" returnThick="true"/>
      <arfReq:scapResReq resultType="OCIL" returnThick="true"/>
    </arfReq:deviceReq>
  </p:arfRequest>
</p:PlarrRequest>
