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Acronyms and Abbreviations

	ARF
	Assessment Results Format

	C&A
	Certification and Accreditation

	CCE
	Common Configuration Enumeration 

	CME
	Common Malware Enumeration

	CERT
	Computer Emergency Response Team

	CPE
	Common Platform Enumeration

	CRF
	Common Result Format

	CVE
	Common Vulnerabilities and Exposures

	DoD
	Department of Defense

	DNS
	Domain Name Server

	DMZ
	De-Militarized Zone

	FDCC
	Federal Desktop Core Configuration

	FQDN
	Fully Qualified Domain Names

	GUID
	Globally Unique Identifier

	IP
	Internet Protocol

	OVAL
	Open Vulnerability and Assessment Language

	POA&M
	Plan of Action and Milestones

	SCAP
	Security Content Automation Protocol

	XCCDF
	eXtensible Configuration Checklist Description Format

	XML
	eXtensible Markup Language


1 The Assessment Results Format (ARF) Concept

The ARF standard describes an eXtensible Markup Language (XML) schema for sharing per-device assessment results of devices on IP routed networks.  The language is comprised of a top level schema and several supporting schemas.  The top level schema called the Assessment Report will serve as the framework for the lower level schemas that make up the Report Objects.  To minimize file size and avoid duplication of data, objects are written once, assigned a unique identifier, and any subsequent use is by reference only.

2 The ARF Language

2.1 Assessment Result Schema

Figure 3 shows the top level schema that will serve as the framework for the supporting schemas.  Supporting schemas include: Device Record, Organization, Person, External Network Data, Geolocation, and Operational Attributes.  Implementation of all schemas and data elements is not required on every vendor tool that supports ARF.  Tools are expected to publish assessment data that is collected by the tool against the applicable ARF schemas. 

Data classes for Person, Organization, and GeoLocation are assumed to be self-explanatory at the high level.  External Network Data refers to common network information that can be assessed from a device including such elements as default gateway, DNS server, SMTP gateway, web proxy, and similar data.  A data dictionary will be provided giving detailed implementation instructions on a per-class and per-attribute basis.
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Figure 1 – ARF Language Top Level Diagram

2.2 Future Developments

In the future, a more extensive ARF definition will be needed to support additional content and consolidation of assessment reports fed by multiple scanner types (e.g. a Certification and Accreditation (C&A) tool or a visualization tool).  ARF will be extended to deal with concepts such as Plans of Action and Milestones (POA&Ms), risk assessments, device relationships, network topography information (e.g. how the network is configured, to include which subnets are in the De-Militarized Zone (DMZ), which are on the internal network, which are in the admin network, etc.), trusts with other networks, and other network related issues.  ARF will also address the issue of combining multiple outputs from sensors into a single integrated configuration report for a given asset group.

In the future, ARF may be enhanced to express OVAL and XCCDF results in a more compact, unified manner than the current native formats.  The current ARF schemas retain the native formats for OVAL and XCCDF results in order to allow reuse of existing OVAL and XCCDF results reporting capabilities in SCAP based tools.  The current developers of ARF envision using of subsets of OVAL in the “setting” field in the future to allow for more compact results reporting.  However, in the initial ARF uses, consistency demands that where assessments are disseminated in OVAL or XCCDF, the results will be returned in OVAL Results and XCCDF Results files respectively.

2.3 Device Record Schema

The Device Record (Figure 4) is the principle information unit of the ARF language.  At the highest level, a device record is composed of:

1)
A set of identifiers, including Fully Qualified Domain Name (FQDN) and Globally Unique Identifier (GUID) of the active operating system.

2)
A configuration, including an inventory of installed hardware and software in Common Platform Enumeration (CPE) format and information about the network configuration of the asset and common network infrastructure (such as default gateway, Domain Name Server (DNS), etc.).

3)
A set of operational attributes, including owner, operator, system administrator, Computer Emergency Response Team (CERT), location, etc.

4)
A set of SCAP results supporting both OVAL results format and XCCDF results format.

For further detail about the Device schema and other schemas used within ARF, reference the ARF Data Dictionary.
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Figure 2 – Device Record Top Level Diagram

2.4 The CPE-Record

The current CPE-Record class as used by the CPE Inventory element of a Device provides a generic method for associating a CPE with additional data elements not strictly defined in the ARF schema.  Anticipated uses of the CPE-Record level data include SCAP-related findings (CCEs, CVEs, CPEs, custom designated items that were detected through some means other than running OVAL/XCCDF), or any potentially useful assessment results captured by the tool.     
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Figure 3 - The CPE-Record

Where no CPEs can be determined on a device, the tool should set the “unknown” attribute to “true” and not populate any “assessedName” elements.  Several classes of assessment results have been defined to support general use cases of known assessment reporting requirements.  Additional classes, to potentially include MD5 hash, and license are envisioned as future classes to extend the CPE Record type.  Additionally, the need to associate status tags with the components of a CPE name (e.g. when an application is upgrades and the minor version changes) may drive the CPE Record to use a tagged version of the CPE name instead of the current URI format.

The “Function” class is an enumerated list of specific behaviors that can be assessed against a CPE on a device.  Specific functions that can be assessed include specific behaviors such as “web server,” “file server,” “IPSec VPN,” and other behaviors that can be assessed by an assessment tool.

The “Patch” class is used to communicate patches that are installed on a given CPE-identified platform.  In the future, a policy language may be created to state which patches the assessing organization requires to be reported.  In the interim, patch reporting methodologies are left to individual vendors.

The “Role” class is an enumeration to describe general behaviors that can be assessed against devices.  In general, roles are attributed at the hardware or operating system level.  Roles include generic concepts such as “server,” “workstation,” “switch,” “router” and “Peripheral.”  In general, ARF is intended only to pass assessed behaviors, not common associations.  For example, if a workstation is consistently sending more bytes of data to external connections than it is receiving, it may be assessed as a “server” even though its system administrator considers it a workstation.

The “Settings” class is intended to report individual configurable items on a given platform.  In general, ARF is intended to assign Common Configuration Enumeration (CCE) IDs to settings and carry the value that would normally be assessed with OVAL or XCCDF to give a true or false finding.  Because settings may be of multiple types, the generic “string” type has been selected to carry settings.  To demonstrate how more complex setting data may be returned, the settings class references the OVAL System Data class.  However, in this version of ARF, OVAL results should be returned as an OVAL results file under SCAP Results class.

The “Vulnerability” class serves as a way to report vulnerabilities found on a CPE-identified platform where no OVAL definition was used in the discovery or when carrying OVAL results would be unacceptably bandwidth-intensive.  The checkRef attribute should be used to describe the unique test that was used to assess a given vulnerability.  The checkSource attribute should be used to provide a URI locator where the test can be obtained.

The “Service” class is used to describe operating system or application routines running on a given device.  Services will be mapped to the most specific CPE possible and report the name of the service as seen by the assessment tool.  Services that support Internet Protocol connection endpoints, consisting of Protocols and Port ranges will report all protocols correlated against supported port ranges.

2.5 Replication Attributes

Replication attributes are provided to support the ability to manage assessment data across periods of time with multiple assessments building on previous assessments.  

For data that is collected external to an automated assessment tool, a set of action attributes are provided.  These attributes are intended to mimic the process of updating databases.  Supported instructions include “add,” “delete,” and “update” with “add” being the default value.  The action attributes group also provides a timestamp.  The distinction of “action” versus “status” reflects the distinction that these attributes were not collected by an automated assessment tool at a specific time, so they may not be treated with the same confidence with respect to their validity as “status” attributes.

For assessment results collected automatically by an assessment tool, the set of status attributes from the draft Common Results Format (CRF) schema are supported.  These include “true,” “false,” “error,” “unknown,” “not applicable,” and “not evaluated.”  The status attributes also include the ability to associate an assessment timestamp, confidence level (0-1), source, checkRef and checkSource attribute with each assessment result.

Usage guidance for status attributes:

· Assessing as “true” should be a direct mapping of the OVAL definition results.  For non-OVAL based results, True will be interpreted to mean that the condition assessed for was compliant with the assessment criteria (e.g. CVE 2008-1003 = “true” when the vulnerability is present, CCE 000123-9 = “true” when the CCE and criteria contained in its checkRef meet the minimum requirements, patch_KB123456=”true” indicates the patch is installed)

· The timestamp, when used, will reflect the actual time a finding was assessed, not the time the ARF file was generated.  When the timestamp is not used, time values will default to the last expressed timestamp in the CPE Record or Device Record classes.

· Confidence level will indicate the probability, expressed as a decimal number between zero and one, that the assessment tool has correctly assessed the value.

· Source will indicate the sensor that assessed a given finding.  Source is intended to be used when multiple sensor data feeds are consolidated into a single ARF.  Otherwise, the source for an assessment will default to the resource identifier of the top-level device EntityIdentifier class.

· CheckRef will identify the check definition used by the sensor to assess the finding reported

· CheckSource will provide a URI locator that can be used to determine the source of the checkRef.

2.6 Tag-Value Pairs

Tag-value pairs (i.e. the ability to associate a name with a predefined data type) are provided as generic methods to transmit supplementary data using the ARF schema.  In general, if common tags are required across the community they should be formalized as fixed tag names and built into the schema so business rules can be formulated on the basis of tag names and enumerations or other data form restrictions can be enforced through schema validation instead of offline business logic.  Tag-Value pairs include the status attribute group.  It is at the consumer’s discretion how to deal with received tag-value pairs. 

3 ARF Creation and Usage

Due to the relative immaturity of ARF as a standard, no web services are defined for ARF publication or consumption.  For initial implementation, an ARF-compliant assessment tool will create an ARF file and save it to a pre-determined file directory where it can be accessed at the discretion of the tool user.

ARF generation should be configurable by the user based on time period, or on demand.  By default, tools are expected to include all assessment results in the current ARF document that have been collected since the last ARF document was generated, unless this behavior is overridden by the administrator.
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